
High-rate filtering 
with IPFW
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Jan 2019, svn 343631, glebius@
New pfil(9) KPI together with 
newborn pfil API and control utility
“New [KA]PI makes it possible to reconfigure pfil(9) configuration:
change order of hooks, rehook filter from one filtering point to a
different one, disconnect a hook on output leaving it on input only”

“Another future feature is possiblity to create pfil heads, that provide
not an mbuf pointer but just a memory pointer with length. That would
allow filtering at very early stages of a packet lifecycle, e.g. when
packet has just been received by a NIC and no mbuf was yet allocated.”
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April 2019, svn 346247, gallatin@
mlx5en: Enable new pfil(9) KPI 
ethernet filtering hooks
“This allows efficient filtering at packet ingress on mlx5en.

Note that the packets are filtered (and potentially dropped) *before*
the driver has committed to (re)allocating an mbuf for the
packet. Dropped packets are treated essentially the same as an
error. Nothing is allocated, and the existing buffer is recycled. This
allows us to drop malicious packets at close to line rate with very
little CPU use.”
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NIC drivers pfil(9) ready
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● Mellanox, svn 346247, gallatin@
● vtnet, svn 356613, glebius@
● iflib, svn 346632, gallatin@
● Chelsio, svn 357483, gallatin@
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Xeon E5-2697A (16c,32t) and Mellanox 100G
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Xeon E5-2697A (16c,32t) and Chelsio 40G
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Results: Legitimate traffic filtered
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HW NIC Traffic distribution: 
Legitimate + DDoS

IPFW IPFW at-NIC-level Improvement

E5-2650L (10c,20t) Chelsio 10G (8 rxq) 2 Mpps + 12 Mpps 1.14 Mpps 1.92 Mpps 68%

HW NIC Traffic Distribution
(legitimate + DoS) in 

Mpps

Legitimate traffic with 
IPFW in Mpps

Legitimate traffic with 
IPFW + pfil memory 

pointer in Mpps

Improvement

E5-2697A (16c,32t)
Mellanox 100g 20 + 40 11.17 17.31 53%
Chelsio 40g 20 + 40 7.56 18.5 146%



We are hiring

jobs.netflix.com
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Thank you!



  

Do you have a Red Pill?

Andrew Cagney
Libreswan



  

IPsec Interfaces
● FreeBSD
● NetBSD
● OpenBSD

● Just Like a Normal 
Interface

● Libreswan added 
BSD support in 5.2



  

The Blue Pill
west # ip addr show ipsec9

X: ipsec9@NONE: <NOARP,UP,LOWER_UP> mtu 1500 state 
UNKNOWN

    inet 192.0.1.251/24 scope global ipsec9

west # ip route add 192.0.2.0/24 dev ipsec9

west # ../../guestbin/ping-once.sh --up -I 192.0.1.251 192.0.2.254

up

west # ipsec trafficstatus

#2: "westnet4-eastnet4", type=ESP, add_time=1234567890, 
inBytes=84, outBytes=84, maxBytes=2^63B, id='@east'



  

… bring it up
West# ipsec up westnet4-eastnet4

"westnet4-eastnet4" #1: initiating IKEv2 connection to 192.1.2.23 using UDP

"westnet4-eastnet4" #1: sent IKE_SA_INIT request to 192.1.2.23:UDP/500

"westnet4-eastnet4" #2: initiator established Child SA using #1; IPsec tunnel 
[192.0.1.0/24===192.0.2.0/24] {ESP/ESN=>0xESPESP <0xESPESP 
xfrm=AES_GCM_16_256-NONE DPD=passive}

West#  ../../guestbin/ping-once.sh --up -I 192.0.1.251 192.0.2.254

up

West# ipsec trafficstatus

#2: "westnet4-eastnet4", type=ESP, add_time=1234567890, inBytes=84, outBytes=84, 
maxBytes=2^63B, id='@east'



  

… but when I take the Red Pill
# move it into the name space

west # ../../guestbin/ip.sh netns add ns

west # ../../guestbin/ip.sh link set ipsec9 netns ns

west # ../../guestbin/ip.sh -n ns link show ipsec9 type xfrm

X: ipsec9@NONE: <NOARP> mtu 1500 qdisc state DOWN qlen 1000

west # ../../guestbin/ip.sh -n ns addr show ipsec9

X: ipsec9@NONE: <NOARP> mtu 1500 qdisc noop state DOWN group default qlen 1000

west # # add the address and mark it up

west # ../../guestbin/ip.sh -n ns addr add 192.0.1.251/24 dev ipsec9

west # ../../guestbin/ip.sh -n ns link set ipsec9 up

… how?



 
 
Increasing Consistency in 

man(4) 
 

Alex Ziaee (ziaee@) 



















Using production 
environment for tests

Olivier Cochard-Labbé



 Definitions

● CDN: Content Delivery Network
● OCA: Open Connect Appliance (CDN 

server)
● Members (or users)
● Client: Netflix application
● Client devices: smartphone, TV, STB, 

console, etc.



 Operating system optimisations



Serving Stack

● FreeBSD development branch
○ Standard IP stack (no netmap/DPDK)
○ UFS filesystem (ZFS restricted for 

non-contents disks)
○ Multiples TCP stacks

● NGINX web server
● 100% Open Source (BSD)



 CI & tests



Client devices

● Launched in 2006
● Netflix app in 2010
● Nintendo stopped 

streaming services 
Jan 2019

● Still 750K active 
devices



Regression test suite
● FreeBSD kernel (FreeBSD kyua)
● FreeBSD base (FreeBSD kyua)
● Firmware installation (custom)
● TCP stacks (packetdrill TCP test suite)
● Nginx (nginx test suite)
● Custom tests



Nightly release (working day)
● Using PRODUCTION for A/B tests
● 50 pairs of OCAs (one of each models) 

are rebooted:
○ A group with reference release
○ B group with nightly release

● Next morning: check for crash, 
comparing AB behaviour



Release (every 4 weeks)
● Using PRODUCTION for ABBA tests
● 50 pairs of OCAs (one of each models)
● First pass running 2 days:

○ A group with previous release
○ B group with next release

● Second pass running 2 days:
○ Inverting A and B 





We are still hiring

jobs.netflix.com
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Thank you!



I fight bots in my free time
Xe Iaso - CEO @ Techaro



Anubis 
Web AI 

Firewall Utility





The uncaptcha



Anubis

Open source software written in Go

The Go gopher was designed by Renee French. 
The design is licensed under the Creative Commons 4.0 Attributions license.

https://www.instagram.com/reneefrench/


Anubis

Open source software written in Go 
Works on any stack that lets you run more than one program



Anubis

Open source software written in Go 
Works on any stack that lets you run more than one program 
In package repos



Why does 
Anubis exist?







Why is the 
problem 

hard?



Is this a browser?



What do 
scrapers 
look like?



Sadly, they look like browsers now



Fingerprints I’m trying

JA4 TLS 
JA3N TLS 
JA4H HTTP (limited success) 
HTTP/2 fingerprinting (limited success) 
THR1 HTTP (my own fingerprint) 
If the client executes JavaScript 
and supports modern JS features



What I want to do next

Hosted option like CloudFlare 
System load based thresholds 
Better no-JS support 
WebAssembly on the server/client 
IP reputation database (paid, 
opt-in) 
Kubernetes integration & ingress 
controller

Corpo-friendly features 
TLS terminator with 
fingerprinting for Anubis 
Testing on BSD 
Build binary packages for BSD 
End to end testing that doesn’t 
suck 
Hire one of the contributors



If you work at an AI company, here’s 
how to sabotage Anubis development

Quit your job 
Work for Square Enix 
Make absolute banger 
expansions for Final Fantasy 14



Questions? Concerns?  
Intrusive thoughts? 

📧 anubis@xeserv.us
Xe Iaso
Bluesky 
@xeiaso.net

TikTok: @xeiaso.1337
https://xeiaso.net

Twitch: @princessxen

I have 
stickers!


