Automating My FreeBSD

Lab: From Setup to Daily Use
with Ansible & Salt

Yo ¢

ANSIBLE



Quite a lot to cover!

Why automate?

FreeBSD lab & laptop setup
overview

Bootstrapping a new system

Automating system installation
& package setup

Adding a laptop with just SSH
access

Managing machine states with
Salt




Lab host setup

# pkg install -y sudo git-lite py311-ansible
# visudo (give % wheel group privileges)
— § git clone

https://github.com/BSD-Programming- Work
shop/zfs-jail-host-lab.git



Why automate?



The FreeBSD Jails Lab
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VM Network Setup

@ Network

VYM1: Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 Adapter 2: Intel PRO/1000 MT Desktop (NAT Network, ‘HomeNetwork’)
The FreeBSD Jail Host Adapter 3: Intel PRO/1000 MT Desktop (NAT)

| fconftfig_emyd_
f i fconfig_labB="up”
/etc/rc.con i fconfig_eml_name="

1 fcontTi d Nomek= | up




1abB: flags=1888343<UP,BROADCAST|labBbridge: flags=1888843<UP,BRO

mtu 1560
options=8580b9<RXCSUM, V
LTER,VLAN_HWTSO,HWSTATS>
ether 88:88:27:af:dc:33
media: Ethernet autosel
status: active
Nndb options=29<PERFORMN
homeBd: T1lags=1888943<UP, BRORDCH
U mtu 15680
options=858Bb39<RXCSUM, V
LTER, VLAN_HWTSO,HWSTRHTS>
ether 88:80:27:.f0:7e:79
media: Ethernet autosel
status: active
Nndb options=29<PERFORMN
T1ags=1888882<BROARDCAHST,SI
options=d48585bb<RXCSUM,
s04, LRO, VLAN_HWFILTER, VLAN_HWTS
ether 88:80:27:40:bb:08d
media: Ethernet autosel
status: active
Nndb options=29<PERFORMN

em’ .

tu 1580
options=6
ether 58:9c:fc:18:be:db
id 80:00:00:00:00:88 pri
maxage 20 holdcnt 6 prot
root id 80:00:80:80:00:0

member: eBa_gateway flag
i ftmaxaddr B8 port
member: labB flags=143<L
“1Tmaxaddr B8 port
groups: bridge

Pl S ot S P W OV TR TR T

mtu 1500
options=0
ether 58:9c:fc:18:bc:63
inet 192.168.66.11 netmask £
id 60:00:80:00:80:00 priorit
maxage 20 holdcnt b proto rec
root id 60:00:00:00:060:0808 pr
member ! eZa_gateway flags=1<
ifmaxaddr 8 port 13
homeBd flags=143<LERE
“Trmaxaddr 8 port 2 [
hridoe

member

aOarolrLiins



labnet: T1ags=8183<UP,BROADCAHST ,PROMISC,MULTICAHST> metric B mtu 1580
op tions=0
ether BB0:090:00:00:00: 80

E]I_Dupi
vian: 0© N % e % 1% % % N | , o <none>

labnetbridge: fla

mtu 15886
options=4
ether 58:9c:fc:18:a:
id 80:80:00:00:00: IH priority 32768 hellotime 2 fwddelal
maxage 20 holdcnt proto rstp maxaddr 2088 timeout 120l
root id 90:80:80:080:80:00 priority 32768 1ifcost B port |
member : eBa_update flags=143<LEARNING,DISCOVER, ARUTOEDGE

1ijw:djr b port 19 priority 128 path cost 2080
member: eBa_salt flags=143<LEARNING,DISCOVER,RUTOEDGE, A
i fTmaxaddr B port 16 priority 128 path cost 20080
member: ela_gateway fTlags=143<LEARNING,DISCOVER, RUTOEDGE
ifmaxaddr 8 port 189 priority 128 path cost 2000
member : labnet fTlags=143<LEARRNING,DISCOVER,AUTOEDGE , RUTI
ifmaxaddr 8 port 5 priority 128 path cost 55
|';] Oy D = t‘l a 1 [‘j l;] f—
ndb options=9<PERFORMNUD, IFDISABLED>
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edb_gateway: Tlags=1888843<UP,BROADCAST ,RUNNING,SIMPLEX, MULTICAST, LOWER_UP>

mtu 156806

elb_gate
mtu 1588

root@ga

options=8<VLAN_MTU>

ether ﬂp:rd df:af:dc:33

hwaddr B82:fb:8a:3a:dc:8b

inet lU._._.lF netmask Bxffffffvd broadcast 16
groups: epair

media: Ethernet 18Gbase-T (18Gbase-T <full-duplex>)
status: active

ndb options=29<PERFORMNUD, IFDISABLED, RUTO_L INKLOCAHL>

way: Tlags=1888843<UP, BROADCAHST , RUNNING, SIMPLEX, MULTICRST, LOWER_UP>

options VLAN_MTUZ

ether Uulgd.dT.U@:BB:QQ

hwaddr B2:f3:cB8:57:b7: ﬂb

inet 18.66.6.1 mufm: 15 broadcast 106
groups: epair

media: Ethermct 10Gbase-T (18Gbase-T <full-duplex>)
status: actiwv

ndb options=29<PERFORMNUD, IFDISABLED, AUTO_LINKLOCAHL?>

ceway: Tlags=1888843<UP,BROADCAST ,RUNNING,SIMPLEX,MULTICAST, LOWER_UP>

upTlnﬁ ’”LHH HTH

ether o f

hwaddr 1 [

inet lq 68 . b fmask BxffffffBB broadcast 192.168.66.255

groups. = D.j 1r

media: ttherm ¥ IGbas (18Gbase—-T <full-duplex>)
status: arTi

Nndt options=29<PERFORMNUD, IFDISABLED, AUTO_L INKLOCAL>
teway: ™ # l

metric

metric

(%

%!




- . ____ _________ ____________ _____ _______
; EX,MULTICAST, LOWER _UF

ﬂnmpurridg;: Tlngq—lwémmn
mtu 15606

options=0

ether S8:!'9¢c:fe:'lBibcib3

inet 192.168.66.11 netmask OxTffff oo
hellotime
20090

id 80 :808:00: 08¢
maxage 20 holdcnt 6 proto rstp

root id B0:860:00:00:060:0080 priority
member ! eZa_gateway fTlags=143<LEARR
1 Tmaxaddr 8 port 13 priori TI_I

CUP, BROADCAHST

, RUNNTIHNG

S5 T,

10 : 80 : 80 priu|ltu C

member : homed Tlags=143<LEARNING,

1 tTmaxaddr 8 port 2 priority

groups: bridge

Nndb options=9<PERFORMNUD, IFDISHBLED?>

roller@fre zfs—jail-host-1lab:’
DF-FFF]UF;F on humeﬁhr'dge to 255.

DHCPACK from 192.168.66.1

bmurmj'h‘ 192 .168.66.11 —"—t‘ememali'

roller@freebsd-zfs—jail-host—1lab:

I
I-—l

, STMPI

dhc

L= =

broadcast 192.168. 66

2 fwddelay 15

lient homeBdbr
PO

timeout 12889

t 67

.*[_“[_‘

3 ifcost B port @
i, DISCOVER, RUTOEDGE , ARUTOPTP:
path cost 2660
VER , AUTOEDGE , AUTOPTP?
path cost 28000

i d e



Very important VM setting!

Basic

General Network

Adapter 2
Systam Adapter 1 pter 2 Adapter 3 Adapter 4

v Enable Network Adapter
Display

Attached to: NAT Network

Storage
Name: HomeNetwork

Audio Adantor Tama:  Intal DRO/1NNN MT NDockinn (225ANEA)

Network Promiscuous Mode: Allow All

IR a- e —

Serial Ports

v Cable Connected
USB

Shared Folders

User Interface Serial Ports

Cancel




VM2: ['5] Network

The LaptOp Adapter 1: Intel PRO/1000 MT Desktop (NAT Network, ‘HomeNetwork’)

Host-only Networks NAT Networks  Cloud Networks

Name 4 |Pv4 Prefix IPv6 Prefix DHCP Server
HomeNetwork 10.28.6.0/24 fd17:625c:f037:1c06::/64 Disabled

General Options Port Forwarding

Name: HomeNetwork
IPv4 Prefix: 10.28.6.0/24

Enable DHCP




VM2 Graphics Controller : VBoxVGA

Display

Screen Remote Display Recording

Video Memory:
0 MB

Monitor Count:
1

Scale Factor:

Graphics Controller: VBoxVGA ~

Ignore this,

it?s Okay! ! ! | Invalid settings detected [l Cancel




The FreeBSD jails Lab





https://docs.google.com/file/d/19aETfK8IvKA314qB0uwwkllEnV4Qs_SO/preview

The laptop





https://docs.google.com/file/d/1KCmfv-WF6E0i1b8-lEMaguBwQn_yJCAU/preview

The additional jail





https://docs.google.com/file/d/1cbrYsRrtoM15BOZgKmBHLvrEl87Vl5o7/preview

Maintaining & Scaling with Salt
salt “*’ state.highstate

salt “*’” freebsd_update.fetch

salt “*’ freebsd_update.install
run in batches with -b 2 to run on

two machines at a time, then the
next 2, ete.

salt “*’ pkg.update
salt “*’ pkg.upgrade

salt ‘*’ emd.run freebsd-version



root@salt:™ # salt 'x' state.highstate


https://docs.google.com/file/d/1M20sl0Ig90PrSzm2jE8KyHaAch5Io6z7/preview

Ansible quirks

sshpass
- - start-at-task=
- - step -k -K

779



Salt quirks

root@sal t: salt "t state, hlqh tate

ERROR : Minions eturned with non—-zero exit code



use the event bus to see all the events hitting the
Salt event bus

You’ll see things like:
e Minion key acceptance

e state.apply start/finish
e (Custom events (if you're firing them)

e Orchestration events

salt-run state.event pretty=True | grep myminion



Any Questions? Feel free to ask

e

s T - -

https://docSsifeebsd org/en/book*s/handbook/
https://does.ansible.com/ anmble%ﬁlatest/user cuide/
https://docs.saltproject.io/en/la t/contents.html -~
https://2018.eurobsdecon.org/tutérial-speakers/ ]

(Managing BSD Systems with  Ansible)



https://docs.freebsd.org/en/books/handbook/
https://docs.ansible.com/ansible/latest/user_guide/
https://docs.saltproject.io/en/latest/contents.html
https://2018.eurobsdcon.org/tutorial-speakers/

