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@jpmens: consultant, part-time
admin, trainer, small-scale fiddler,
loves plain text, and things which
work. Contributes to Ansible,
dreamed up OwnTracks, and
chases bugs in open source DNS
servers.



Have you heard of
MQTT!




MQTT

MQTT is a standard, a TCP-based
transport, for PUB/SUB
messaging, designed for unreliable
networks, binary payloads up to
256MB, (+2 bytes), fast,
lightweight, ideal for low-
bandwith, high-latency networks,
TLS, authentication, ACLs, TLS-
PSK, (payload encryption),
keepalive, last will &
testament, UTF-8 hierarchical
topics, wildcards
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the landscape
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topic names

UTF-8, hierarchical, wildcards

home/ground-floor/kitchen/kettle
finance/eur/rate

finance/+/rate
14dfa2e2-d580-4574-88£ff-dccl120330482
cellar/stairlamp/cmd
cellar/stairlamp/status
owntracks/jpm/5s/event

owntracks/jpm/#
openhab/homie/5ccf7faac88e/$stats/uptime



PUB/SUB cauldron
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Quality of Service

® At most once PuBLISH

PUBLISH

1 Assured delivery PUBACK

PUBLISH

2 Once only —

PUBREL

PUBCOMP



MQTT brokers

the server bit of MQTT

MQTT message bus

MQTT
broker




Mosquitto

C, fast, lightweight, ACLs (plugin), TLS, TLS-PSK, bridge, logging

via $SYS

mosavitto

http://mosquitto.org



VerneMQ

Erlang, Websockets, clustering, file, SQL & Redis
authentication, Lua plugins, Webhooks

http://vernemg.com




more brokers

RSMB, Mosca, Apollo, HiveMQ), (RabbitMQ)



bridging

I

MQTT

broker

Other broker (e.g. 2nd DC)
configured as abridge ——




CLI utilities
mosquitto_sub

[-h localhost] [-p 1883]
[--cafile file]

[--cert file --key file]
[-u username [-P password]]
-V
-t "topic/#'

mosquitto_pub
[-r]

-t topic




Language bindings

C, C++, Clojure, Dart, Delphi, Erlang, Elixir, Go, Haskell,
Java, JavaScript, LotusScript, Lua, .NET, Obijective-C,
OCaml, Perl, PHP, Python, REXX, Ruby, Smalltalk, Swift,
Tcl, ...

COBOL



Python APl: PUB

#!/usr/bin/env python

import paho.mgtt.publish as mqgtt

matt.single('conf/hello’, "Hello MQTT")

a payload

$ mosquitto_sub -h localhost -v -t 'conf/#'
conf/hello Hello MQTT



Python APl: SUB

#!/usr/bin/env python
import paho.mqtt.client as paho

def on_connect(mosq, userdata, flags, rc):
mqgttc.subscribe("conf/+", 0)

def on_message(mosq, userdata, msg):
print " " % (msg.topic, str(msg.payload))

mgttc = paho.Client(userdata=None)
mgttc.on_connect = on_connect
mgttc.on_message = on_message

mgttc.connect("localhost™, 1883, 60)
mgttc.loop_forever()



Python APl: SUB

$ mosquitto_pub -t 'conf/thirsty' -m 'Beer time?'
$ mosquitto_pub -t 'conf/catering' -m 'Coffee is ready'

$ ./sub.py
conf/thirsty Beer time?
conf/catering Coffee 1s ready



#include <stdio.h>
#include <string.h>
#include <mosquitto.h>

#define MESSAGE "Goodbye, cruel world"

int main(int argc, char *argv[])

{

struct mosquitto *mosq;
mosquitto_lib_init();

if ((mosq = mosquitto_new(NULL, true, NULL)) == NULL) {
return fprintf(stderr, "Error: Out of memory.\n");

ks
if (mosquitto_connect(mosq, "192.168.1.130", 1883, 60) !'= 0) {
return fprintf(stderr, "Unable to connect to MQTT broker\n");
ks
mosquitto_publish(mosq,
NULL, /* mid */
"message/adieu", /* topic */
strlen(MESSAGE), /* payload length */
MESSAGE, /* payload */
1, /* qos */
false); /* retain */

mosquitto_loop(mosq, -1, 1);

mosquitto_disconnect(mosq);

o33inbsowiq

mosquitto_destroy(mosq);
mosquitto_lib_cleanup();
return (0);



job monitor, reporting

#!/bin/sh
topic="processes/$(basename $0)"
mgtt_opts="--quiet -h 192.168.1.130 -p 1883"

mattO {
mosquitto_pub ${mgtt_opts} -t
¥

topic}t" -m "$*" || true
mgtt "Starting"

$ mosquitto_sub -v -t 'processes/#'

processes/run.sh Starting

processes/monitor/specl Starting

processes/run.sh Still going strong at Tue Oct 22 15:49:07 CEST 2013
processes/run.sh That's 1t, folks!

https://gist.github.com/jpmens/7101170



“That is what | ask you to keep in mind
as you read this. Think of the possibilities.”

— Dan Langille



tracking logins ()

SSH/login

...........

hared broker

!

. alert .<&---{ mgqttwarn

https://jpmens.net/2018/03/25/alerting-on-ssh-logins/



tracking logins (2)

#!/bin/sh

export PAM_TYPE=open_session

export PAM_USER=$LOGNAME

export PAM_SERVICE=ssh

export PAM_RHOST="$(echo $SSH_CLIENT | cut -d" " -f1)"
export PAM_TTY=$SSH_TTY

/usr/local/bin/hare mgtt.ww.mens.de



tracking logins (3)

$ mosquitto_sub -v -t 'logging/#' -F '%I %J]'

2019-03-14T10:19:54+0000 {

"tst": 1552558794,

"topic": "logging/hare",

"qos": 0,

"retain": 0,

"payloadlen"”: 130,

"payload": {
"hostname": "canfbl2",
"remote": "192.168.33.123",
"rhost": "192.168.33.1",

"service": "sshd",
"tst": 1552562392,
"tty": null,
"user": "jane"
ks
¥

https://jpmens.net/2018/03/25/alerting-on-ssh-logins/



tracking logins (4)

Date: Thu, 14 Mar 2019 11:19:54 +0100
From: MQTTwarn <jpm@localhost>
Subject: SSH login on canfbl2
X-Mailer: mgttwarn

login via sshd by jane on canfbl2 from 192.168.33.1
at 2019-03-14 12:19:52

ul Telekom.de 9 11:22 7 79 % @A)

Back pam
<

SSH login on canfb12
From pamon 14.03.19 at 11:19

login via sshd by jane on canfb12 from
192.168.33.1 at 2019-03-14 12:19:52

https://dan.langille.org/2018/04/15/using-mtqq-to-create-a-notification-network-mosquitto-mgttwarn-hare-and-hared/



For the sysadmin

own
data

statsd-c —»| telegraf ——»

» broker —— MQTT —»| broker

collectd —»




telegraf to mqtt

[agent]
interval = "10s"
hostname = "bsdcan"

[[outputs.mgtt]]
servers = ["localhost:1883"]

topic_prefix = "telegraf" [ JON | telegraf
batch = false iElieairijp B $ mosquitto_sub -v -t '#'
data_format = "influx" telegraf/bsdcan/users_on users_on,host=bsdcan value=161 1555009460000000000
[[inputs.dns_query]] telegraf/bsdcan/dns_query dns_query,domain=example.com,host=bsdcan,record_ty
servers = ["9.9.9.9"] pe=A,result=success,server=9.9.9.9 result_code=01,query_time_ms=26.444497 15
domains = ["example.com"] 550094 60000000000

record_type = "A"
telegraf/bsdcan/dns_query dns_query,domain=example.com,host=bsdcan,record_ty

[[inputs.exec]] pe=A, result=success,server=9.9.9.9 result_code=01,query_time_ms=25.301105 15
commands = ["./howmany.sh"] 55009470000000000
name_override = "users_on"
data_format = "value" telegraf/bsdcan/users_on users_on,host=bsdcan value=161 1555009470000000000

data_type = "integer" .
telegraf/bsdcan/users_on users_on,host=bsdcan value=141 1555009480000000000
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ESP8266

ESP-12

EUR 1.50

EUR 1.50

NodeMCU . EUR 2.60



Electrodragon

EUR 5.50

http://www.electrodragon.com



Sonoff

Serial-TTL -

Setting switch

Green-Red LED

90~250V AC-DC 5V

AC Input
Max load : 10A
‘;._.:u.;._‘_xq_‘.n.__
t_ DOODODOODO

5V Relay

EUR 4.47

https://www.itead.cc/sonoff-wifi-wireless-switch.html



Wemos DI mini

HEEILEUN S 4AMB /64 KB
Voltage 3.3V

Digital I/0 11
Analog 1

EUR 4.00



Wemos shields

EUR 2.90

EUR 1.40

EUR 1.95

OLED Shield

EUR 4.50

(DeMos.cc ®




Arduino IDE

O O homie-mgtt-demo | Arduino 1.6.12

homie-magtt-demo

#include <Homie.h=

#def ine FW_NAME "button-homie"
#cdefine FW_VERSION "1.8.8"
const int PIN_BUTTON = D3;

Bounce debouncer = Bounce();
int lastButtonVYalue = -1;

HomieNnde huttanNnded " hotton" - "hotton" Ye

\ - .
Global variables use 45,556 bytes ( of dynamic memory, leaving 36,364 bytes ~ local variables. Maximum is 81,920 b

Wehlos D1 R2 & mini, 80 MHz, 921600, 4M (3M SPIFFS) on /dewv/cu.SLAB_USBtoUART




http://www.instructables.com/id/Internet-of-Things-Toilet-Uploads-Events-to-the-Cl/



Last Will & Testament

#!/usr/bin/env python

import paho.mqgtt.subscribe as subscribe
import os

def on_message(client, userdata, m):

print(" "% (m.topic, m.payload))

wt = {
"topic" : "clients/{0}".format(os.path.basename(__file__)),
"payload": "I am no longer" }

subscribe.callback(on_message, "test/+", hostname="localhost", will=1wt)



practical solutions

alerting, metering, logging, location awareness, tracking,
automation, and controlling, host monitoring

09-00

OwnTracks

ICELAND
nNuND
sweoen
NORWAY
oM
ANADA -
LATVA
DENMARK
un
KINGDOM g, BELARYS
IRELAND POLAND
“
SEAINE
Pe HUNGARY KAZAKHSTA
" FRAMCE
noMANIA
e
o s LI vzaKETAN
NITED STATES e narh sarece Tumkey  ATMEMA  ruacvousTAN
8 Tumsa <
o pay  AFGHANISTAN
OO
JonDAN PAKISY
. ALGERA
[T
wesTen YT e UNTES
SAMARA ol )
MEOCO L ARARA  gumaTes
DOMIMCAN et >
x e MAL woea .
GUATEMALA AR cHao supan CRTAZA YEMEN
uRkiNa
NICARAGUA UNEA - PASD .
NIGERIA
PANAMA woay CENTRAL 3OUTH .
VRMEZURES ConsT ¢ AFRICAN SUDAN ETHIOPIA
R AEPURIC s
Lese COLOMBIA | OUYANA SOMALIA




MQTT in the wild

Graylog, beaver, Ansible, RabbitMQ), collectd, openHAB, Github,
Wireshark, Flukso, RemakeElectric, Jenkins, Diamond, OwnTracks,
Telegraf

i oopon- [ENEEEN  =b3582790-d797-11e4-89c4-

b2271564454f

Received by & MQTT-1883 on ¥ 615ccce2 / 10.0.69.162
Timestamp: 2015-03-31 11:18:47.688 +00:00

Index: graylog 0
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