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Vulnerability advisories

My work in the area of communications protocols security has led to the publication of the following vulnerability
advisories, which acknowledge my work:

¢

RedHat Security Advisory RHSA-2011:1465-1: Important: kernel security and bug fix update
(https://rhn.redhat.com/errata/RHSA-2011-1465.html)

USN-1253-1: Linux kernel vulnerabilities (http://www.ubuntu.com/usn/usn-1253-1/)

SUSE Security Announcement: Linux kernel security update (SUSE-SA:2011:046)

(http://lists.opensuse.org/opensuse-security-announce/2011-12/msg00011.html)
UK's NISCC: NISCC Vulnerability Advisory ICMP - 532967 (Vulnerability Issues in ICMP packets with TCP

payloads) (http://www.niscc.gov.uk/niscc/docs/al-20050412-00308.html?lang=en)
US-CERT: TCP/IP implementations do not adequately validate ICMP error messages

(http://www.kb.cert.org/vuls/id/222750)
Cisco Systems: Crafted ICMP Messages Can Cause Denial of Service

(http://www.cisco.com/en/US/products/products_security advisory09186a0080436587.shtml)
Microsoft Corp.: Microsoft Security Bulletin Summary for April 2005

(http://www.microsoft.com/technet/security/bulletin/ms05-apr.mspx)
Sun Microsystems: Sun TCP Connections May Experience Performance Degradation If Certain ICMP Error

Messages Are Received (http://sunsolve.sun.com/search/document.do?assetkey=1-26-57746-1)

¢ SCO Group: TCP Remote ICMP Denial Of Service Vulnerabilities
(ftp:/ftp.sco.com/pub/updates/OpenServer/SCOSA-2005.38/SCOSA-2005.38.txt)
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My work in the area of communications protocols security has led to the publication of the following articles and
interviews:

Golem.de: Interview Fernando Gont zur Sicherheit in IPv6 (http://video.golem.de/internet/6452/fernando-gont-
interview-zur-sicherheit-in-ipv6.html)

Computerworld Mexico: Podcast: Seguridad en IPv6 (http://www.computerworldmexico.mx/podcasts.aspx?
id=45)

TechTarget.com: Lagging Security Features, Vulnerabilities Could Hamper Transition to New Internet

(http://searchsecurity.techtarget.com/news/2240036676/Lagging-1Pv6-security-features-vulnerabilities-could-
hamper-transition)

TechTarget.com: World IPv6 recap (http:/itknowledgeexchange.techtarget.com/wans/world-ipv6-day-recap/)
Prensa LACNIC: Fernando Gont - IPv6 - LACNOG 2011 (http://www.youtube.com/watch?v=TaliwffcIlA)
SecurityFocus: U.K. response team releases Net security guide (http://www.securityfocus.com/brief/800)

SC Magazine: UK government blast TCP/IP security (http://www.securecomputing.net.au/News/120418,uk-
government-blast-tcpip-security.aspx)

UK's National Infrastructure Security Co-ordination Centre: NISCC - the Quarterly (01/06)
(http://www.niscc.gov.uk/docs/re-20060818-00564.pdf)

CNET News: Bug hunters, software firms in uneasy alliance (http://news.com.com/Bug-+hunters

0,

%2C+software+firms+in+uneasy-+alliance/2100-1002 3-5846019.html)
SecurityFocus: Big debate over small packets (http://www.securityfocus.com/news/11306)

KernelTrap: OpenBSD Hackathon 2005, Part III (http://kerneltrap.org/node/5382)
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ZDNet UK News: Microsoft silent over IP vulnerability claims
(http://news.zdnet.co.uk/internet/security/0,39020375,39195206,00.htm)

SecurityFocus: OpenBSD's network stack (http://www.securityfocus.com/columnists/361)
Golem.de: ICMP kann TCP/IP Probleme machen (http://www.golem.de/0504/37482.html)

Tecchannel: ICMP-Nachrichten erlauben Angriffe auf TCP/IP
(http://www.tecchannel.de/news/themen/sicherheit/422835/)
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